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Randomness extraction

<latexit sha1_base64="2C3tX0CpGXYlcWlVfEo3SF+3pOA="></latexit>

-
<latexit sha1_base64="csz0calzdnxTz11Zc1QM3/oVsQM="></latexit>

/

uniform randomnessweakly random source

<latexit sha1_base64="LCO64/0qFQaWYFXX4K5L71ij63c="></latexit>

⇢
<latexit sha1_base64="LCO64/0qFQaWYFXX4K5L71ij63c="></latexit>

⇢

(quantum) eavesdropper

<latexit sha1_base64="XigVFui1Lev10YTXA5ayye5YXEo="></latexit>⌧-⇢

<latexit sha1_base64="8aDOKlR5MlnoC51uLxQ/JfyNSII="></latexit>

log |/ | = ✓⌘(⌧-⇢)
extractable 
randomness

universal protocol

underlies security of QKD,   finds use in a wide number of fundamental achievability results

(see Joe’s talk on Friday)



Randomness extraction

<latexit sha1_base64="2C3tX0CpGXYlcWlVfEo3SF+3pOA="></latexit>

-
<latexit sha1_base64="csz0calzdnxTz11Zc1QM3/oVsQM="></latexit>

/

random
hash

function

<latexit sha1_base64="uYDN29KVrEWJkjMpSRI7m3YY4Ng="></latexit>

(

<latexit sha1_base64="InK1P8knrN9fVhVnYaspd+q8ZCk="></latexit>⇡
<latexit sha1_base64="uYDN29KVrEWJkjMpSRI7m3YY4Ng="></latexit>

(

<latexit sha1_base64="HjdmVuv0WRidkVcV6v2EuTzYKHA="></latexit>

|/ |

<latexit sha1_base64="wfYh/nugK6EecKQKq/DuiGpm3VE="></latexit>

⇢
<latexit sha1_base64="wfYh/nugK6EecKQKq/DuiGpm3VE="></latexit>

⇢

<latexit sha1_base64="q14dJ9sylZ3VSfPl74Z9viz8RVA="></latexit>⌧-⇢

<latexit sha1_base64="OEMaYxhyj2fzAmNCnZeFmZnUJig="></latexit>⌧⇢

quantum
privacy 

amplification

<latexit sha1_base64="qjqdksiCftBzsDW7S5aNX29+sdo="></latexit>

5

extractable 
randomness

error
(distance to uniform)

(Renner, 2005)
(Renner and König, 2005)

<latexit sha1_base64="7NQNo+pj2tI6EmuVRRTyjd5kB84="></latexit>
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How much randomness can we extract?

folklore:
<latexit sha1_base64="Ys1uZqG6azbStTFbtQ8sq/CUcvU="></latexit>

✓⌘(⌧-⇢) ⇡ �⌘
min(- |⇢)⌧ smooth min-entropy

?

<latexit sha1_base64="EiaSUMCRnyrzyC42guii6dr5rnw="></latexit>

✓⌘
�
⌧⌦=
-⇢

� ! = �(- |⇢)⌧
<latexit sha1_base64="5oDP/O2WlNWBHvhFue6zKkdB2RI="></latexit>

�(- |⇢)⌧asymptotics: conditional entropy

<latexit sha1_base64="mQ87YBGKhbuqrJHF9j9G64Ws6lY="></latexit>

�min(- |⇢)⌧ = � log ?guess(- |⇢)one-shot: min-entropy

<latexit sha1_base64="jEDKJGTZeTkALhCMsRTfcs4bDvg="></latexit>

�⌘�⇠
min (- |⇢)? � log 1

4⇠2  ✓⌘(?-⇢)  �⌘
min(- |⇢)? .classical (Renner and Wolf, 2004)

<latexit sha1_base64="diCMS2I6d3sKQ2rC60nqaRuDSIc="></latexit>

�(⌘�⇠)/2
min (- |⇢)⌧ � log 1

4⇠2  ✓⌘(?-⇢)  �2
p
⌘

min (- |⇢)? .quantum (Tomamichel et al., 2011)
(Anshu et al., 2020)

not tight — not good enough for asymptotics,
does not get correct scaling

(Hayashi, 2014)
(Dupuis, 2023)



How much randomness can we extract?

<latexit sha1_base64="SUMm14hTzOYCAai8nye+i3RkQkQ="></latexit>
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quantum

<latexit sha1_base64="qaCTME3A8lAPeI4VeY7TNbXrI7w="></latexit>
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<latexit sha1_base64="OOCHi6VYCtp9AG7noA3jFV1knlI="></latexit>
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<latexit sha1_base64="8jKIx98SVhNMEL5PxO209Q/pVCE="></latexit>
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(Tomamichel et al., 2011)

(Dupuis, 2023)

(Shen et al., 2024)

key achievability result:    leftover hash lemma

(Renner and Wolf, 2004)



How much randomness can we extract?

classical

quantum

<latexit sha1_base64="OOCHi6VYCtp9AG7noA3jFV1knlI="></latexit>
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key achievability result:    leftover hash lemma

<latexit sha1_base64="IhRJd8rLBomyxUKlOvrNr5miLFQ="></latexit>
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improves on all previous results

captures optimal asymptotic scaling,  recovers best known bounds 

This work:

redefines quantum smooth entropies



Leftover hash lemma

<latexit sha1_base64="G+9wdeuAeRUURBDT3vlfhiwG5Fw="></latexit>
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<latexit sha1_base64="zVw6QuLi4F9c5/kzoQyZdm+AZJE="></latexit>
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q
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2-universal
hash functions

collision entropy

min-entropy

<latexit sha1_base64="OPFh0XDkh3cALHzCGsA9wb/f9IU="></latexit>

⌧0 ⇡⌘ ⌧Smoothing

<latexit sha1_base64="eEL5YJf/f20z4qgxS7ayPX/i0ac="></latexit>
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<latexit sha1_base64="varqp2iDfpWuNqKM3pncedT5yoM="></latexit>

�⌘
min(- |⇢)⌧ = sup

⌧0⇡⌘ ⌧
�min(- |⇢)⌧0

(Impagliazzo et al., 1989)
(Bennett et al., 1995)
(Renner, 2005)

(Renner and Wolf, 2004)
(Renner, 2005)



Quantum relative entropies

<latexit sha1_base64="4TQUhu3NoNRXdfo8uLVPfRd8hwk="></latexit>
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� � 1 log
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<latexit sha1_base64="vmzjD/Vuua1iK4qD0KvDzIljPdE="></latexit>e⇡�(⌧k�) B
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<latexit sha1_base64="UEtYKXPht1KYUzTK8+40av9jW7U="></latexit>

⇡M� (⌧k�) B sup
M2M

⇡�(M(⌧)kM(�))

<latexit sha1_base64="gmA1K80rtW3WEg1OF1jriSem/yY="></latexit>

� = 2

<latexit sha1_base64="9O4H4dTbKBPTTmbacA3CxBHGKPo="></latexit>� = 1

<latexit sha1_base64="9O4H4dTbKBPTTmbacA3CxBHGKPo="></latexit>� = 1
<latexit sha1_base64="ws2x8SnHh3pLA/5T98ZJMzI5Rhg="></latexit>

⇡max(⌧k�) = inf
�
⌫
�� ⌧  2⌫�

 

classical Rényi

sandwiched Rényi

max-relative entropy:

measured Rényi

conditional entropies
collision
entropy

min-entropy<latexit sha1_base64="BeatrA8ZGx9JksSWdJEH0feHYIk="></latexit>

H�(- |⇢)⌧ B � inf
�⇢�0

Tr �⇢=1

D�(⌧-⇢k - ⌦ �⇢)

(minimal)

(Rényi, 1961)

(Müller-Lennert et al., 2013)

(Matsumoto, 2014)

lifting by measurements



On smoothing
<latexit sha1_base64="kE25h7HUOqoD78XlPWrCQvh6B3c="></latexit>
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1
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1
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<latexit sha1_base64="jNy7gAKmuOcaKZJkBVtyhnxEI64="></latexit>

⇡⌘,)
max(⌧k�) = min

�
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�� ⌧0 � 0, Tr ⌧0  1, k⌧ � ⌧0k+  ⌘
 

generalised trace distance

smooth max-relative entropy

<latexit sha1_base64="VOo6JLaazCnJn53J5L5q3Wy8LNM="></latexit>

�⌘,)
min(- |⇢)⌧ = �min

�⇢
⇡⌘,)

max(⌧-⇢k - ⌦ �⇢)

classically:  tightly characterises privacy amplification  ✓
allows for precise asymptotic understanding ✓

quantumly:  smoothing not as nicely behaved ✗
lack of tight asymptotic results ✗
known bounds looser than classical ones ✗

(purified distance?  relative entropy?)

(Tomamichel, 2016)

(Datta, 2009)

(Renner and Wolf, 2004)
(Hayashi, 2014)

(Hayashi, 2014)
(Hayashi, 2016)
(Dupuis, 2023)
(Shen et al., 2024)

(Tomamichel and Hayashi, 2013)
(Hayashi, 2016)



How classical smoothing works

<latexit sha1_base64="wM9wREu3TvbatCLmwuQWHg+GWEs="></latexit>

�⌘,)
min(- |⇢)? = �min

@⇢
⇡⌘,)

max(?-⇢k - ⌦ @⇢)

<latexit sha1_base64="xsZik4lIfbq7pAVrLoKdM7ze2SY="></latexit>

= min
�
⇡max(?0k@)

�� 0  ?0  ? , k? � ?0k+  ⌘
 

<latexit sha1_base64="g7X8q1nPhlO/AlPBRyNw21mVEGg="></latexit>

⇡⌘,)
max(?k@) = min

�
⇡max(?0k@)

�� ?0 � 0, Tr ?0  1, k? � ?0k+  ⌘
 

<latexit sha1_base64="XhW2Wuf3Rp3mLExNiDFnIeCPMIE="></latexit>

?0 = min{? , ⌫@}

(Renner and Wolf, 2004)



How to define quantum smoothing?

Idea 1:  discarding mass

<latexit sha1_base64="Z9yYN9Kux9/PHmrcaDdAb1orfuw="></latexit>

⌧0  ⌧

<latexit sha1_base64="5keJfhVOHOyzi7jfKpkm194dacw="></latexit>

⇡⌘,Herm

max (?k@) = min
�
⇡max('k�)

�� ' = '† , '  ⌧, k⌧ � 'k+  ⌘
 

<latexit sha1_base64="B8t4+S2LRMh0MtECel4opmVpMWU="></latexit>

= min
�
✏
�� Tr(⌧ � 2✏�)+  ⌘

 

<latexit sha1_base64="XhW2Wuf3Rp3mLExNiDFnIeCPMIE="></latexit>

?0 = min{? , ⌫@} <latexit sha1_base64="Q7NNfOVWqROMqw1eWfx4ItsSM7A="></latexit>

min{⌧, ⌫�}

???

???

???

a minimum of two positive operators may be non-positive

Hermitian-smoothed max-relative entropy?

(Moreland and Gudder,, 1999)
(Cheng, 2023)

(Regula et al., 2026)

information spectrum max-relative entropy
(Datta and Leditzky, 2016)

<latexit sha1_base64="sx7IvwFHa6O/mpVnvZoyP1Qf/Ps="></latexit>e⇡⌘
max



How to define quantum smoothing?

Idea 2:  lift by measurements

<latexit sha1_base64="cRFxkPeiVTPxkP6wTv+gz0XTyw0="></latexit>

⇡max(⌧k�) = ⇡Mmax(⌧k�) = sup
M2M

⇡max(M(⌧)kM(�))
<latexit sha1_base64="jNy7gAKmuOcaKZJkBVtyhnxEI64="></latexit>

⇡⌘,)
max(⌧k�) = min

�
⇡max(⌧0k�)

�� ⌧0 � 0, Tr ⌧0  1, k⌧ � ⌧0k+  ⌘
 

<latexit sha1_base64="nWSx2gCgcVeKyh1b73/GMbrEpf4="></latexit>

⇡⌘,M
max(⌧k�) B sup

M2M
⇡⌘,)

max (M(⌧)kM(�))

<latexit sha1_base64="kn/3W0wrS6ACFadh/lz1xW0bUKM="></latexit>

⇡⌘,M
max(⌧k�) = ⇡⌘,Herm

max (⌧k�) = min
�
✏
�� Tr(⌧ � 2

✏�)+  ⌘
 

classical trace distance smoothing

measurements

discarding mass
<latexit sha1_base64="S50yKRzlOXUvACqlEEwXY2//hzM="></latexit>

⇡⌘,M
max(⌧k�) conventional quantum trace distance

<latexit sha1_base64="qB8KkmIIaRpOXgkqRH4AX4enFog="></latexit>

<

(Regula et al., 2026)

<latexit sha1_base64="fIdX3ZWm1scDppIaZufGioyqOZA="></latexit>1
2 k⌧ � ⌧0k1 = sup

M2M

1
2 kM(⌧) �M(⌧0)k1

!



How to define quantum smoothing?

<latexit sha1_base64="mQSY/Z/+kHIGHJ5eqUVJJ+JH1MI="></latexit>

⇡⌘,M
� (⌧k�) B sup

M2M
⇡⌘,)

� (M(⌧)kM(�))measured smooth
Rényi divergence

<latexit sha1_base64="A2Uflxo1aheirmzQ51k4c+AFJeQ="></latexit>�
<latexit sha1_base64="vJc7Z1QXSSrsE+ftkFl89/pK3Nw="></latexit>1<latexit sha1_base64="R4lCxAOlU5VLvbxjdjE+sSxNaLk="></latexit>0 <latexit sha1_base64="8EeMI95njkQcxlAJg3ienTGvsfw="></latexit>

1 <latexit sha1_base64="WFCM7VvRK/+gam0fRhxuBJzL3cM="></latexit>

2
<latexit sha1_base64="S50yKRzlOXUvACqlEEwXY2//hzM="></latexit>

⇡⌘,M
max(⌧k�)

<latexit sha1_base64="HyykvYv4j7VsJ3cufodA7S1fbko="></latexit>

⇡⌘
�(⌧k�) = � log inf

�
Tr "�

�� 0  "  , Tr( � ")⌧  ⌘
 hypothesis testing 

relative entropy
(Wang and Renner, 2011)
(Buscemi and Datta, 2011)

<latexit sha1_base64="c2+1l/UkCfxA67sGuz0Sc32qAI0="> e93/R+u/+f+/+z/7/7/8dBf/4zMeaf10o/P/zy/wF/6ZO/</latexit>

⇡⌘
�(⌧k�)

Idea 2:  lift by measurements



Measured smooth collision divergence
<latexit sha1_base64="knmfyBIaQpWLH742YjQH+M0QFMs="></latexit>

⇡⌘,)
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’
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?0(G)2 @(G)�1
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)

<latexit sha1_base64="64dRJiuNWiRejPZHruWaCrv7zR4="></latexit>

⇡⌘,M
2 (⌧k�) B sup

M2M
⇡⌘,)

2 (M(⌧)kM(�))measured smooth
collision divergence

<latexit sha1_base64="MCOSgSKGOhinoG0h+SXvxJhTMs0="></latexit>

⇡M2 (⌧k�) = log Tr ⌧J�1
� (⌧)

<latexit sha1_base64="b5SkFQnbXvtR27CYXIFDZjJSrgQ="></latexit>

J�(-) = 1
2 (�- + -�)

<latexit sha1_base64="JPvmQGkSA7IZoz/aR99EhbYesbU="></latexit>

= log k⌧k2
�

<latexit sha1_base64="f2dngoPjVvwn9GXNWrD60CvK0Xw="></latexit>

J�1
� (-) =

’
8 , 9

2
�8 + �9

-89 |8ih9 | , -89 = h8 |- | 9i

<latexit sha1_base64="o0cP8KHYQIfKFFtD8eAB0l0mBt8="></latexit>e⇡2(⌧k�) = log Tr ⌧ ��1/2⌧��1/2

matrix division operator

Bures inner product
(Bures norm)

SLD metric
(maximal monotone metric)

(Petz, 1996)
(Lesniewski and Ruskai, 1999)
(Temme and Verstraete, 2015)



Measured smooth collision divergence

<latexit sha1_base64="64dRJiuNWiRejPZHruWaCrv7zR4="></latexit>

⇡⌘,M
2 (⌧k�) B sup

M2M
⇡⌘,)

2 (M(⌧)kM(�))measured smooth
collision divergence

Key technical result:  variational form + unified smoothing notions

<latexit sha1_base64="OeLp9vKwnJ1RXA2y1h7pJ7aSoxs="></latexit>
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= log sup
0,

(Tr(,⌧) � ⌘)2+
Tr,2�

proof ingredients:  
Bures norm  +  convex duality  +  one-shot classical smoothing  +  results in matrix analysis

<latexit sha1_base64="aB8lGBaRabukCz39RqaQFDVTdOc="></latexit>
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vImproving the leftover hash lemma
<latexit sha1_base64="G+9wdeuAeRUURBDT3vlfhiwG5Fw="></latexit>
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<latexit sha1_base64="ZumqNArJx+FLis8OSCHzNMuvXqU="></latexit>
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measured 
collision entropy

<latexit sha1_base64="06jUJVf93DgZzw+YuX5icrnHcm0="></latexit>
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Tr �key step:

<latexit sha1_base64="4Z6VbcqSdR1/xcA8Ym05xFm5PvY="></latexit>
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kM(-)k1  sup
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(Renner, 2005)
(Tomamichel et al., 2011)

basic idea:  trace norm        weighted inner product  
<latexit sha1_base64="4zV4ov6GOnplatsEbg2f9mi2B7Y="></latexit>

previous works:            is a Schatten norm  => use Hölder’s inequality

classically

<latexit sha1_base64="YkQtoiDn0MWtAz8z7zO6XpQo938="></latexit>k · k1

<latexit sha1_base64="YkQtoiDn0MWtAz8z7zO6XpQo938="></latexit>k · k1 is a measured norm  => just lift classical

lift by measurements  (minimal)



vSmoothed leftover hashing
<latexit sha1_base64="77pTESK57LZR1aRp8drkuutRRhY="></latexit>
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<latexit sha1_base64="QJcvhuci5qx6lk2d+fXdi0BQ/I0="></latexit>
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variational form
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<latexit sha1_base64="ruBM2zdG2Vkfw3f11BiNjdGQjB8="></latexit>
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matches tightest classical achievability results

<latexit sha1_base64="Df36cOwjiZjsffaytIrq3zX062c="></latexit>
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But how much better?

<latexit sha1_base64="H2vzwVxobqyRqmujqLxftWz7Mis="></latexit>

✓⌘(⌧-⇢) � �(⌘�⇠)/2, %
min (- |⇢)⌧ � log 1

4⇠2previous:

ours:

<latexit sha1_base64="VlcV0xFXqMhX44xZkmjehFhGVLs="></latexit>

✓⌘(⌧-⇢) � �⌘�⇠,M
min (- |⇢)⌧ � log 1

4⇠2
<latexit sha1_base64="RNzAyeNv/nLXvFQPHyAaTE+p7XQ="></latexit>

! !
"

! #" , "
min (# |$)# # log

1
4" 3

<latexit sha1_base64="+yRAako33Hz6OINFuO6t+HiB4Rg="></latexit>

! ! (" "# ) ! $ 1" ! +3#
$ (" |#)" "

1
#4

" 2 log |spec(" # )|previous:

ours:

<latexit sha1_base64="VlcV0xFXqMhX44xZkmjehFhGVLs="></latexit>

✓⌘(⌧-⇢) � �⌘�⇠,M
min (- |⇢)⌧ � log 1

4⇠2
<latexit sha1_base64="Ml3OhJo33KedTHYugj84ICM1f7w="></latexit>

! ! 1" ! +"
! (" |#)# "

1
4" 2

One-shot

”Second-order”

(Tomamichel et al., 2011)
(Anshu et al., 2020)

(Shen et al., 2024)

improved scaling



Rényi divergences and exponents
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technique:  complex interpolation of Schatten norms  

with equality iff commuting

(Tomamichel and Hayashi, 2016)

one-shot improvement
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approach



Key ingredient:  divergence inequalities
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On optimality
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More asymptotics
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Fully quantum extension to decoupling
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Summary

! Introduced and characterised a new type of smoothing, naturally generalising 
classical trace distance smoothing:  measured smooth Rényi divergences

! Showed that this gives the tightest known bounds on quantum privacy amplification and 
decoupling:  we improve on quantum leftover hash lemma and all known one-shot results, 
giving a unified derivation of best known asymptotic bounds

! Key quantity:  measured smooth collision divergence, its variational forms,
one-shot inequalities,  useful properties…

! Need to reconsider smoothing in quantum information — conventional smoothing notions 
lead to suboptimal results!



Open questions

! Chain rules? Entropy accumulation?

! Ways to improve on security proofs,  key rates,  etc.?

! Applications to restricted measurements  (e.g.  computational entropies)

Basic idea:  use measured Rényi divergences!

! Improvements in other one-shot quantum information tasks?

! Overcoming limitations of trace distance smoothing?

Need to rethink smoothing

Some caveats:

! Can use with almost 2-universal hash functions?

! Why purified distance needed for converse?

! Many questions regarding optimality of exponents, monotonicity of Rényi divergences…



TL;DR:  you’ve been smoothing entropies wrong

arXiv:2603.04493

Thank you


